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Connecticut AG sues Health Net over sec

3, 2010 | Bernie Monegain, Editor
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HARTFORD, CT — Connecticut Attorney Generzl Richae's™ S .
lawsuit against Health Met of Connecticut, alleging Health Net of Connecticut sued for

patient medical records and financial information pric failing to secure patient health records
and financial information of nearly
Blumenthal filed the suit on Wednesday, calling it "hi 446,000 plan members.
asserts that Health Met failed to promptly notify consurmers enuangerea oy e centers
security breach. which involved 446 000 Connecticut enrollees.
A portable computer disk drive with unencrypted information disappeared
H from Health Net's Shelton office.
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The lawsuit also names UnitedHealth Groupm Inc. and Oxford Health Flans.



s, Fiercehealthcare comy'stary kaiser-permanente-fined-200-000-in-security-breachf2005-06-21 V| || X |
qtes  Tools  Help
anente fined $200,000 in security breach ... ] l ﬁ M [j Eéﬂ

+ Fraudulent doctor still
practices as ex-
partners pay the price

 Lilly exec will explore
links to industry g
Harvard

* Furor, demand for
answers, spreads
aver rising healthcare
premiums

+ Discount 'insurance'
companies sued for
exploiting customers

- o

Enter emai

breach

California's Department of Managed Health Care
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one of the largest yet assessed to a health care
provider for an error involving privacy rules. The
incident in question occurred when a disgruntled
ex-staff member involved in a dispute with a
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Mistakes in the delivery of
Healthcare

« 44.000 to 98.000 people die in USA hospitals each year
as result of medical errors

« 800.000 (6.1%) people in the Netherlands had wrong
medical treatment - “Fouten worden duur betaald”

* Financial effect — euro 1.4 billion

« Main reasons: availability and correctness of medical
record




Security and privacy
Issues

« Security/privacy breaches
 |ost/stolen portable devices
 Insider attacks
* broken security mechanisms
* Viruses...

« Related to the consumers
« privacy preferences
* usage/purpose control

« Related to service providers and consumer safety
» authenticity
 trustworthiness...




PHILIPS

T Consumer/patient rights

« Fundamental ethical requirements for confidentiality of
medical data

» Legislation: EU Directive 95/46/EC, HIPAA, etc.

— use limitation principle: personal data should not be
disclosed, made available or used for purposes other
than those specified

— on the basis of the consent of the person concerned
— right of access to data that has been collected
— right to know who is accessing collected data

— right to make exceptions wrt the ones that can access
data




Requirements

 Confidentiality
* Integrity

» Authenticity
 Availability

* Access

* Reliability

...but also...

* Purpose control
« Usage control
* Disclosure control...




Internet of Things setting

 From the ‘walled fortress’

— physical isolation (paper-based
documentation in closed
bookshelves)

— physical security measures to de
data and systems o

— Security as a protection measure

* To the ‘open metropolis’
— open, interconnected, interoperable
— sharing EHR data and resources

— security and trust as an enabler

HACKER
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Technology solutions

» Confidentiality and privacy
* Authenticity and trustworthiness




Technology solutions

« Confidentiality and privacy
* Authenticity and trustworthiness
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Ciphertext-policy attribute
based encryption
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Technical solutions

» Attribute-based encryption scheme supporting
— Policy update
— User/attribute revocation
— Attribute-based signatures
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Technology solutions

« Confidentiality and privacy
* Authenticity and trustworthiness




Combined patient and
device authentication

Biometric
authentication
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Qualifiers (quality
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What do we achieve:
1. Cost reduction
2. Error reduction
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How to calculate trust?
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Conclusions

* To get Remote Patient Monitoring right you
better pay attention to security and privacy!
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Further reading:

« Book: Security Privacy and Trust in
Modern Data Management

% Security, Privacy,
and Trust in
Modern Data Management
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m 7th VLDB Workshop on
SECURE DATA MANAGEMENT - SDM 2010

- with a special session on security and privacy in healthcare -

Singapore, September 17, 2010
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